
 
 
 
 
 
 

Recent Critical Vulnerabilities – Fall 2025 

 
 
 
 

US ProTech suggests that you pay attention to these top critical vulnerabilities 

that are likely exploitable this month. 

 

CVE 
Descript

ion 
CVSS 3 / 

4 Base 

EPSS 

Percentil

e 

Exploit 

PoC 

Availabl

e? 

Date 

Publishe

d 

Weaknes

s 
Versions 

Affected 
Referenc

es 

CVE-

2025

-785

0 

Comman

d 

injection 

vulnerabi

lity may 

be 

exploited 

after the 

admin’s 

authenti

cation on 

the web 

portal on 

Omada 

gateways 

9.3 80.11% Yes 
2025-10-

21 
CWE-78 

1.3.3 

(excl) 

https://s

upport.o

madanet

works.co

m/en/do

cument/1

08456/  

CVE-

2025

Azure 

Compute 

Gallery 

10.0 25.4% No 
2025-10-

23 
CWE-918 N/A 

https://

msrc.mic

rosoft.co
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-595

03 
SSRF 

leading 

to 

privilege 

escalatio

n 

m/updat

e-guide/

vulnerabi

lity/CVE-

2025-59

503  

CVE-

2025

-618

82 

Oracle 

E-Busine

ss Suite 

Concurre

nt 

Processi

ng 

vulnerabi

lity 

allows 

unauthe

nticated 

attacker 

with 

network 

access 

via HTTP 

to 

compro

mise 

9.8 99% Yes 
2025-10-

05 
CWE-287 

12.2.3-12.

2.14 

https://w

ww.oracl

e.com/se

curity-ale

rts/alert-

cve-2025

-61882.ht

ml  

CVE-

2025

-468

17 

Redis 

in-memo

ry 

database 

allow an 

authenti

cated 

user to 

use a 

crafted 

Lua 

script to 

cause an 

9.8 96.3% Yes 
2025-10-

03 
CWE-190 <=8.2.1 

https://g

ithub.co

m/redis/

redis/sec

urity/adv

isories/G

HSA-m8f

j-85cg-7v

hp  
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integer 

overflow 

and 

potential

ly lead to 

RCE 

CVE-

2025

-448

23 

Nagios 

Log 

Server 

before 

2024R1.3.

2 allows 

authenti

cated 

users to 

retrieve 

cleartext 

admin 

API keys 

9.9 77% Yes 
2025-10-

07 
CWE-497 

<=2024R1

.3.2 

https://w

ww.nagio

s.com/ch

angelog/

#log-serv

er  

CVE-

2025

-102

94 

OwnID 

Passwor

dless 

Login 

plugin 

for 

WordPres

s is 

vulnerabl

e to 

Authenti

cation 

Bypass 

9.8 52.5% Yes 
2025-10-1

5 
CWE-288 <= 1.3.4 

https://w

ww.wordf

ence.com

/threat-i

ntel/vuln

erabilitie

s/id/b8d

d6008-e

9b8-4a8

7-b1c7-0d

c272850

cbd  

CVE-

2025

-203

33CV

E-20

Cisco 

ASA, FTD 

allows 

authenti

cated, 

remote 

9.9 87.13% Yes 

2025-09-

25Modifi

ed: 

2025-10-

21 

CWE-120 9.22 

https://s

ec.clouda

pps.cisco

.com/sec

urity/cen

ter/conte
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25-2

0362 
attacker 

to 

execute 

arbitrary 

code in 

VPN web 

server 

nt/Cisco

SecurityA

dvisory/c

isco-sa-a

saftd-we

bvpn-z5x

P8EUB  

CVE-

2025

-592

87 

Deseriali

zation of 

untruste

d data in 

Windows 

Server 

Update 

Service 

allows 

RCE 

9.8 92.4% Yes 
2025-10-1

4 
CWE-502 

Multiple 

MS 

Windows 

Server 

https://

msrc.mic

rosoft.co

m/updat

e-guide/

vulnerabi

lity/CVE-

2025-59

287  
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